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Lab Origin A{H{

= A&2 Cache &l3t & Origin MHE AIZEILICEL 2} AILI2| 0] Bt= SH SIEE SX 2 dheteiL|Ch.

8= 3

Cache Lab Origin cache.cflarekr.dev (GCP VM, europe-west3, 34.185.205.86)
Origin =2 g4l DNS-only A 2|2 E — St ZoneO|| A Proxied CNAME

ME AZE0] Python Flask, ZE 80

MH{ AA /opt/cf-cache-lab/server.py

ME] QIEIA http://test-cache.cflarekr.dev/ (B AEZQIE 2&)
CHAIEE= https://dash.cloudflare.com

FEHER curl -sI, curl -sv, cf-cache-status 3G

st Zone ™ (13])
2t stMe 20| Cloudflare Zoned|A| Of2 DNS 2| ZEE =78t C}:

Type: CNAME

Name: cache (E& st 0|8)
Target: cache.cflarekr.dev

Proxy: ON (Proxied, Orange Cloud)

0| BE A&2 https://cache.<student-zone>/<scenario-path> HEJZ FISHEHL|C}.



2 DNS-only — Proxied CNAME ZXQI7}? cache.cflarekr.dev’t DNS-onlyO|2 2 GCP IP(34.185.205.86)7} ==&
K| ¢, 2t sHM ZoneQ| CF Edge?}t O] origin@ 2 A S proxygtL|Ct. &4 ZoneQ| Cache Rules-AF0| AXZ2 ME&| =

FZYLICt

7|= Lab vs Cache A5} H|

= App Services Lab Cache &8t Lab

Origin 20.88.188.200 (nginx, ¥&ut) cache.cflarekr.dev (Python Flask)
Cache-Control o= 12 AlLIE|RE X1 7ts

ETag Strong ETag Strong/Weak MEH 715 + 304 K|
Cache-Tag =) /s19/x AEZQIE

oll2] A|Z2|0|M =2 /s26/down?always=1

F{H2|X| ~55% AlLtZ|2 100% AlLt2|2

M| 31 #FE Q10| 2E ALtE|L T Jts

=9: A& Z Origin MH(cache. cflarekr.dev)S £H57LE A{A™E 27t QIELICE ME{E= 0|0] 2E A|Lt2|0] 3¢
_ O
— o

B §|C S HHEISI= 2 AP M E[0 JASLICE

2 E AL}2|2&= Cloudflare CHA|2E MFOF S| CE:

xry ofciA

Cache Rules MM/4+H Dashboard — Caching — Cache Rules
Edge/Browser TTL Cache Rule 873 st=2

Cache Key HAH Cache Rule = Cache Key MM

Tiered Cache Caching — Tiered Cache

Always Online / Dev Mode Caching — Configuration

Purge Caching — Configuration — Purge

Origin A|H{7} Bi&lst= Zf(Cache-Control, ETag, Cache-Tag, Content-Type S)2 URL ZE2& N|{&L|C}: - /s05/cc?
val=no-cache = Cache-Control: no-cache B2l - /s06/nonexist — 404 Bt2t - /s19/product/123 = Cache-Tag:

product-123, ... Hfet- (2 ALIZ|22] “AH] AIEZQIE” H FX)



T AP XA
o« DNSZZE MM Al proxy EZ
e curl 7|2 AF (-1, -v, —-H, ——compressed)

o HTTP &4 247| (Cache-Control, ETag, Age &)
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fi &

# A e B 5 Bl

curl —-sI "https://<zone>/path" | grep —-i "cf-cache-status\|age\|cache-control\|etag"

# HZ mst M S

curl -sv ——compressed "https://<zone>/path" 2>&1 | grep -E "< (cf-|cache|age|etag|content)"

# HH2 310l (HIT Z3F Cf7))
for i in 1 2 3; do

echo "=== Request $i ===" && \
curl —sI "https://<zone>/path" | grep —-i "cf-cache-status\|age"
sleep 1

done

cf-cache-status Z} M| &=

2t ojo|

HIT FHAOIAM MY

MISS WAl @101 origin fetch, O|= XZ&

EXPIRED FHAl XL TTL BFE, origin XHHE
REVALIDATED ZUF QF 2= origin0| 304 SE, Al A
UPDATING Stale MYl =, 82+ E0]|A origin fetch
STALE TTL 2t& + origin 27}, stale A

BYPASS FHAl 28| (Cookie, Cache-Control: no-cache &)
DYNAMIC Al HICH& (HTML S 712 O|7HA])
NONE/UNKNOWN Al £7F SH

Docs: Cache Responses



https://developers.cloudflare.com/cache/concepts/cache-responses/

Part | — Cache 7|= 0|5l

Scenario 1: Default Cache Behavior &9l
=b |
=1
CloudflareZ} 7| 2X o 2 FHA|5t= T EFIaf FHAISHR] b= EfRIS 2™ &0l
MB{| AEZKOIE (cache.<student-zone> 7| &)
4= Content-Type Cache-Control
/static/style.css text/css A3
/static/app.js application/javascript g
/static/logo.png image/png AS
/html/page.html text/html =
/api/data.json application/json o
/cache/set-cookie text/html =
HiZ X|4]
o Cloudflare= m}2! gh2kx} 7|HIO 2 7|2 J|A| IR E AN
« HTML, JSON2 7|22 2 F|A|5}X| 42
« CSS, JS, O|0|X|, ZE S2 7|2 F{A| ChA
SHE2 HAISHK] s

Set-Cookie 3l|E7t Q=

o>

a5 B
AFTijol

Al
Step 1: 7|2 F§A| CHAH Th stol

e

21

MISS—HIT (7|2 7HAl)

MISS—=HIT

MISS—=HIT
DYNAMIC (HTML Z[|& O|7HA])

DYNAMIC
BYPASS (Set-Cookie

=g

38 (MIME type OtE)



ZONE="cache.<student-zone>"

# CSS (712 7fA| Of&) - MISS - HIT

curl —sI "https://$ZONE/static/style.css" | grep cf-cache-status
curl —sI "https://$ZONE/static/style.css" | grep cf-cache-status
# - HIT

# JS
curl —-sI "https://$ZONE/static/app.js" | grep cf-cache-status
# - HIT (283 2F)

# O/0/X] (PNG)
curl —sI "https://$Z0ONE/static/logo.png" | grep cf-cache-status

Step 2: 7|2 7HAl HICH =fel

# HTML - DYNAMIC (72 0O/7HA[)
curl —sI "https://$ZONE/html/page.html" | grep cf-cache-status

# JSON API - DYNAMIC
curl —sI "https://$Z0NE/api/data.json" | grep cf-cache-status

Step 3: Set-Cookie 8|0 Y&k HAE

# Set-Cookie HitzH A=EHOIE - BYPASS

curl —-sI "https://$Z0ONE/s13/set-cookie?group=A" | grep -i "cf-cache-status\|set-cookie"

of| & Zx}
4a=2 cf-cache-status (o] (=2
/static/style.css (2sm) HIT 7|2 FHA| CHAF (css)
/html/page.html DYNAMIC 7|2 OJ7HA] (HTML)
/api/data.json DYNAMIC 7|2 0|7 Al (JSON)
/s13/set—-cookie?group=A BYPASS Set-Cookie = FHA| &I
shE ZQIE

7|2 FHA| CHAF EFEFRE: CSS, JS, JPG, PNG, GIF, SVG, ICO, WOFF, WOFF2, MP4, PDF, ZIP S HTML/JSONS 7HA|5}2{™
Cache RuleO||A Cache EverythingS HA|5H0f &t
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Scenario 2: Default Edge TTL &9l (status codet

32X
==

Cache-Control 3|7} 91 € 1l CloudflareZ} status code 2 ME5t= 7|2 TTLS &HQlstC}

2 X))
HTTP Status 7|% Edge TTL
200, 206, 301 12082
302, 303 202
404, 410 32
7|Et FHA| oF &t
A&

Step 1: 200 2&t9| 7|2 TTL &tol

# A 2F (MISS)
curl -sI "https://<zone>/s@2/asset.js"

# 60= = (HIT, age ~60)
sleep 60 && curl -sI "https://<zone>/s0@2/asset.js" | grep —-i "age:"

Step 2: 404 SE2| 32 TTL &tol

# EMolX] = = - 404
curl -sI "https://<zone>/s06/nonexist"
# cf-cache-status: MISS (X 2F)

# 12 & ¥
sleep 60 && curl -sI "https://<zone>/s06/nonexist"
# cf-cache-status: HIT, age ~60

# 42 = (TTL Et=F)
sleep 180 && curl -sI "https://<zone>/s06/nonexist"
# cf-cache-status: EXPIRED or MISS (TTL 3&2 =if)



https://developers.cloudflare.com/cache/concepts/default-cache-behavior/

ICH 1205 7HA, age SICI2 ZT} A7 &0l 7Hs

In
i

Part Il — Cache Rules sAl AX

Scenario 3: Cache Eligibility — HTML/JSON 7l4! (Cache Everything)

22Xy
=1
7|2Mo 2 FHA|E|X| 2= HTMLE Cache RuleZ 7§A| CHAS 2 OHELC}

Al
=

ol>

=HA|

tol

tol:

Step 1: &%} AER

]

# HTML sixf &Eef - DYNAMIC 04t
curl —-sI "https://<zone>/s@3/page" | grep cf-cache-status

Step 2: Cache Rule MM

CHAIEE: Caching > Cache Rules > Create rule

Rule name: Cache HTML - S@3

When: URI Path contains /s@3/

Then: Cache eligibility - Eligible for cache
Edge TTL: Override origin - 30 seconds

Step 3: 7% X2 3 gfol

# X 2F - MISS
curl —sI "https://<zone>/s@3/page"

# 288 Q@F - HIT
curl —sI "https://<zone>/s03/page"

Step 4: TTL 2I& &0l (30=

Aok

)


https://developers.cloudflare.com/cache/how-to/configure-cache-status-code/

sleep 35
curl —-sI "https://<zone>/s0@3/page" | grep —i "cf-cache-status\|age"
# EXPIRED or MISS

71

HE ZQIE

0l

« DYNAMIC — HIT ®&t &tol

« age: Sl 2 FHA|El A|ZH &tOI

Docs

Scenario 4: Bypass Cache

£3d B29| FHAE 23| 23| (bypass)st= &S THELE
HHZ X[ 4

o Bypass: R&0| &rAt origine 2 MEH=

« DYNAMIC vs BYPASS: DYNAMICS 7HA| H|CHAYO|X|BF CF7} X2, BYPASSE F&l0f O|af HA|M 23

Al
=

o>

=HA|
Step 1: FHAIE|O] = 22 Eol

curl —sI "https://<zone>/s03/page" | grep cf-cache-status
# HIT (Scenario 30fA &ZF35t 74A)

Step 2: Bypass Cache Rule MM

Rule name: Bypass Cache — Admin
When: URI Path contains /admin/
Then: Cache eligibility - Bypass cache

Step 3: Bypass 3£ &9l

curl —sI "https://<zone>/sl@/no-cache" | grep cf-cache-status
# DYNAMIC (bypass &Ef0fAl= DYNAMICLZE EHA/)


https://developers.cloudflare.com/cache/how-to/cache-rules/examples/cache-everything/

FolAtg

Bypass rule M2 A| cf-cache-status?t BYPASSZ| OF-l DYNAMICS 2 EA|E! 4= S, 0|= 7HA| H|EZA X{2[0|7] I{2.

Docs

Scenario 5: Edge TTL — 37X| R E H|?

1o
2

bal

Edge TTL| M| 7IX| RE SXt2 Ztzt SIS},

MH JIEZQIE

4= kst s g8k
/s05/cc?val=public,max— Cache-Control: public, max- o
respect_origin E|AE
age=3600 age=3600
/s@5/cc?val=no-cache Cache-Control: no-cache no-cache origin St
/s@5/cc?val=private Cache-Control: private private origin %t
/s05/no—-cc Cache-Control gig bypass_by_default E|AE
B2 X[ Al
= =3}
respect_origin (Use CC if present, default if not) origin Cache-Control [fE. g™ 7|2 CF TTL
override_origin (Ignore CC, use this TTL) origin sl 2A|, XM TTL ZX| &ML
bypass_by_default (Use CCif present, bypass if not) origin CC (=, g1o™ FHA| ot &t
A5 Al

ZONE="cache.<student-zone>"
curl —sI "https://$ZONE/s0@5/cc?val=public,max—age=3600" | grep —-i cache-control
# Cache—-Control: public, max—-age=3600


https://developers.cloudflare.com/cache/how-to/cache-rules/settings/#bypass-cache

Step 2: override_origin H|IAE (10X TTL ZH))

Cache Rule: URI Path = /s@5/cc
Edge TTL: Ignore cache-control header - 10 seconds

curl —sI "https://$Z0NE/s0@5/cc?val=public,max—-age=3600"
# MISS (X 2F, origin2 3600= £tzl)

sleep 12
curl —sI "https://$ZONE/s0@5/cc?val=public,max—age=3600" | grep cf-cache-status
# EXPIRED or MISS (CF= 10=8t ZHA[, origin & ZA/E)

Step 3: bypass_by_default HIAE

Cache-Control 9i= d20f| Xg:

Cache Rule: URI Path = /s@5/no-cc
Edge TTL: Use cache-control if present, bypass if not

curl —sI "https://$ZONE/s05/no-cc" | grep cf-cache-status
# DYNAMIC (CC &%= - bypass_by_default - 7HA/ ot &)

Step 4: respect_origin® £ no-cache S &i0l

# originO/ no-cache - Of 2F revalidate (REVALIDATED)
curl —-sI "https://$ZONE/s0@5/cc?val=no-cache" | grep —-i "cf-cache-status\|cache-control"

Docs

Scenario 6: Status Code TTL

=by|
==

HTTP status code®32 CIZ2 FA| TTLS AASICT

Al
=

ol>

=HA|

Step 1: Cache Rule — Status Code TTL &3


https://developers.cloudflare.com/cache/how-to/cache-rules/settings/#edge-ttl

Edge TTL: Ignore CC
— 200: 300 seconds
- 404: 10 seconds

Step 2: 200 S 7HA| &2l

curl —-sI "https://<zone>/s@3/page" | grep —-i "cf-cache-status\|age"

# HIT, age 37}

Step 3: 404 7HA| &l (10F)

# MISS - X 2F

# HIT (404 ZHAIE)

# EXPIRED (1o0= =X1f)

ot
I

HOIE

&

Rule name: Status Code TTL Test
When: URI Path starts with /s03/
Cache eligibility: Eligible

— 5xx (500-599): @ seconds (no-cache)

curl -sI "https://<zone>/s06/nonexist"
sleep 5 && curl -sI "https://<zone>/s06/nonexist"

sleep 8 && curl -sI "https://<zone>/s06/nonexist"

| 404 A= 28t 29 Ol gl= HIO[X|E 2R FHAISHH =57 0{24F. Status Code TTLE 4xx
D

=zt
= 2

A, E= 002 AN A

=2t FHA| TTLE Cloudflaredi M ZH|Z2 K| &SI}

B X4


https://developers.cloudflare.com/cache/how-to/configure-cache-status-code/

o Browser TTL2 E2I2X 0| LH2{7t= Cache-Control: max-age= %f2 H|0f
o Edge TTL (CF = XZH)1t Browser TTL (HE2tRA -» HZEH2 =2

Al
=

o>

EHA|
Step 1: 8ixjj E2tX TTL &kl
curl —-sI "https://<zone>/static/style.css" | grep —-i "cache-control"

Step 2: Browser TTL Override 43

Rule: URI Path ends with .css
Browser TTL: Override origin - 86400 seconds (1%)

Step 3: M & stol

curl —-sI "https://<zone>/static/style.css" | grep —i "cache-control"
# Cache-Control: max—-age=86400

Step 4: Browser TTL Bypass

Rule: URI Path contains /s@5/
Browser TTL: Bypass cache (max-age=0)

curl —sI "https://<zone>/s0@5/cc?val=no-cache" | grep —i cache-control
# Cache-Control: max-age=0

ZolAtg

Browser TTLZ T 27| A% stH ZHIX H[0|E F0|= 7 0| E2t2K 0| FHA|Z[0] Purge £t 81 S.

Docs

Scenario 8: Serve Stale Content While Revalidating

TTL 2t= A| origin & 3¢t stale 2HIXE A& MU= SE= &QlsHTt


https://developers.cloudflare.com/cache/how-to/edge-browser-cache-ttl/

e

. Serve stale = 7|22} ON: TTL 22 = origin fetch 0= 0| S& A& (UPDATING ALEH)
o H|EASEsHH TTL OtE A| AF2XI7} origin fetch 222 7|CH2{0F &

gor

Al
=

ol>

T
Step 1: 7|2 =&t &9l (Serve stale ON)

Rule: URI Path = /s@3/page
Edge TTL: 10 seconds
Serve stale: 43t (7|123))

# X 2F
curl —-sI "https://<zone>/s@3/page" | grep cf-cache-status
# MISS

# 12 = (TTL EIE)
sleep 12 && curl -sI "https://<zone>/s03/page" | grep cf-cache-status
# UPDATING (stale A8 &, H732f2C fetch)

# HIE CIA
curl —sI "https://<zone>/s03/page" | grep cf-cache-status
# HIT (4932H2E fetch 2(=)

Step 2: Serve stale OFF H|1

Rule 5%, Serve stale: Disable stale while updating = ON

sleep 12 && curl -sI "https://<zone>/s03/page" | grep cf-cache-status
# EXPIRED or MISS (AtEXFf origin fetch Z[CHE])

Docs

Scenario 9: Respect Strong ETags
=5

Strong ETagE S8t X715 @& (Conditional Request) S-S &HQISHT}


https://developers.cloudflare.com/cache/how-to/cache-rules/settings/#serve-stale-content-while-revalidating

e

« Strong ETag: byte-for-byte S&A E% (ETag: "abc123")

« Weak ETag: 2[0|X S (ETag: W/"abc123")

o 7|23t CF7} Strong » Weak2 2 Eist

« Respect Strong ETags ON — CF7} Strong ETag ®X|, If-None-Match Z718 @& X|

o

Al
=

EI)

CHA|
Step 1: ETag 7|2 St &0l (Weak B8

curl —-sI "https://<zone>/static/app.js" | grep —i etag
# ETag: W/"..." (Weak ETag)

Step 2: Respect Strong ETags &3}

Rule: URI Path ends with .js
Respect Strong ETags: ON

Step 3: Z71E QF HIAE

# ETag #t X2
ETAG=$(curl -sI "https://<zone>/static/app.js" | grep -i etag | awk '{print $2}' | tr —d
l\rl)

# If-None-Match =712 2F - ot 0/H4Z Al 304 of4

curl —sI -H "If-None-Match: $ETAG" "https://<zone>/static/app.js"
# HTTP/2 304 (Not Modified)

# cf-cache-status: REVALIDATED

Step 4: I} A = (origin content $17Z A])

# ETag’f CIZ20 200 + A ZEI= Hizt
# cf-cache-status: MISS or EXPIRED

Docs

Scenario 10: Origin Cache Control (Enterprise)


https://developers.cloudflare.com/cache/how-to/cache-rules/settings/#respect-strong-etags

OriginQ| Cache-Control 5|H{E CF7} Lot} YA = =X| &tolstct.

MH AEZEOIE

a= Hist Cache-Control

/s10@/no-cache no-cache

/s10/no-store no-store

/sl@/private private

/s10/public public, max-age=3600
/s10/immutable public, max-age=31536000, immutable
HZ X|4]

« Origin Cache Control ON (Enterprise 7|&): RFC 7234 ¥4 &%
o no-cache — OfH revalidate
o no-store — 7HA| E7}
o private — 7HA| E7}

« Origin Cache Control OFF: CF7} &8 XA BA| 7t

Al
=

o>

T
Step 1: no-cache =t &9l
ZONE="cache.<student-zone>"

# Cache-Control: no-cache
# cf-cache-status: DYNAMIC (revalidate LCH&!)

Step 2: private S} &0l

o||

0f 23 revalidate ZHA|

A NPSESIPN o [R=ON|

JHI FHA|ZE CF FHA| oF &
37 FHAL 1A 2

G Al

curl —-sI "https://$Z0ONE/s10/no—-cache" | grep —i "cache-control\|cf-cache-status"

curl —-sI "https://$Z0ONE/s10/private" | grep —-i "cache-control\|cf-cache-status"

# Cache-Control: private
# cf-cache-status: DYNAMIC (CF ZHAl 7HZ)

Step 3: Cache Rule& no-cache £A| (override_origin)

Cache Rule: URI Path = /s1@/no-cache
Edge TTL: Ignore cache-control header - 60 seconds



# MISS (X 23F)

ZEOIE

o0
T

override_origin Edge TTL2

)
o
0
n

=

= ho—-cache, private s

g A

curl —sI "https://$ZONE/s10/no-cache" | grep cf-cache-status

curl —sI "https://$Z0NE/s10/no—cache" | grep cf-cache-status
# HIT (no-cache ZA[, Zx| 7fAIE)

LA FHAl. API S

B ER A 21 - MBS ALE.

Scenario 11: Origin Error Page Pass-through

=by|
==

Origin2| 5xx 0i|2{ HO|X|E CHZ WE X0 A MEEX| = CF 7|2 of|=] HO|X|E E0{EX| 2FEIT,.

MH AIEXQIE
A2
/s11/down

/sl1l/partial-down

Al
=

o>

=

ol

Step 1: 7|2 S&t

]

# HTTP 503

Step 2: Origin 0|2] T[0]|X| L2

olo
i

503 HE= 200

tol — CF ofl2] m|o|X] ZAIE

ZONE="cache.<student-zone>"
curl -sv "https://$ZONE/s11/down" 2>&1 | grep —-E "< HTTP|< content"

# CF 2|2 ofz{ mo[x] #A|l (origin HO/X] OFF

gfol (32)

# origino| Elgfets x| 503 HTML HF 2ol
curl —s "https://$ZONE/s11/down" | grep —i "MH|A\|origin\|503"

Step 3: Origin Error Page Pass-through & s}

LHE

F{AE HTML 0f|2] H|0|X| (&4 503)

50% 2HE 503 (ZH™ Folf Al=20]4)


https://developers.cloudflare.com/cache/how-to/cache-rules/settings/#origin-cache-control-enterprise-only

Cache Rule: URI Path = /sl11l/down
Origin error page pass—through: ON

curl —s "https://$ZONE/s11/down" | grep -i "AH|A ™A\ |X-Error-From"
# origin® &% o2 HO[X] LI EA/

Part Il — Cache Key 112 AMX

Scenario 12: Query String 7HA| &

Query String &} 0120]| [HE FHA| B7| SES ASICY.
B2 X[l

7|2: URL MA| (F2| Z&H7} Cache Key = ?v=11} ?v=2= HE FiA]|
Ignore Query String: F2| F2F StLIC| FHA| = FHA| TIEE SHat
Query String Sort: #2] Ii2H0|H &M FE - ?2b=28a=12 7a=16b=25 S |

Al
=

o>

cHA|
Step 1: 7|2 Query String 7HA | £7] &tol

# = URLO| M= CFE FAl 7]

curl —sI "https://<zone>/s0@3/page?color=red&size=L" | grep cf-cache-status
curl —-sI "https://<zone>/s0@3/page?color=blue&size=M" | grep cf-cache-status
# 2fZF HE MISS - HIT

Step 2: Cache Everything + Ignore Query String 473

Rule name: Cache Ignore QS

When: URI Path = /s@3/page

Cache eligibility: Eligible for cache

Edge TTL: 60 seconds

Cache Key > Query String: Ignore (exclude: x)




# Aot FEGIAH 22 A ARE
curl —-sI "https://<zone>/s0@3/page?color=red" | grep cf-cache-status
# MISS (X R2F)

curl —-sI "https://<zone>/s0@3/page?color=blue" | grep cf-cache-status
# HIT (#E FAl, S 7hA])

Step 3: Query String Sort &0l

Rule: Query String Sort - ON

curl —sI "https://<zone>/sl1l2/items?b=2&a=1" | grep cf-cache-status
# MISS (A 2F)

curl —sI "https://<zone>/sl1l2/items?a=1&b=2" | grep cf-cache-status
# HIT (ZetojE 82 = 2 7iA 7))

Step 4: 0|8 Li2}0|E{ H|2| (Enterprise)

Cache Key > Query String:
All parameters except: utm_source, utm_medium, utm_campaign, utm_content, fbclid, gclid

# utm EFEHOJE Qloj= ZH2 FHA|

curl —-sI "https://<zone>/blog/post?utm_source=newsletter" | grep cf-cache-status
curl —-sI "https://<zone>/blog/post?utm_source=twitter" | grep cf-cache-status

# = HE - HIT (utm 24/, &2 ZH=X)

HA| SIEE 7|M EOIE

Analytics tracking parameters (utm_*, fbclid, gclid)= ZEI =2} 22t —» Cache KeyOl|lM H|2|51H S|EE CHZE ShAt

40

Docs

Scenario 13: Custom Cache Key — Cookie 7|8t 27| (Enterprise)

Cookie 0f mf2} C2 RHXE FHA|51=S Cache KeyE HAE{DfO[F it


https://developers.cloudflare.com/cache/how-to/cache-keys/#query-string

M dIEZOIE

3z =
/s13/1landing ab_group 7| Zof w2t CHE HTML 2tet (A=221IX|, B=T}2 8 Z)
/s13/set-cookie?group=A ab_group=A 27| set & /s13/landing2 2 redirect
/s13/set-cookie?group=B ab_group=B 7| set & /s13/1landing2Z redirect

ALg 70| A

A/B E|AE: ab_group=A vs ab_group=B
210{ 4% 7|: 1ang=ko vs lang=en

2391 0{E8: session 7| =xff {8

Al
=

o>

=HA|

Step 1: Cookie gl= 7|2 S5 — 7| F25HH 22 FHAl

ZONE="cache.<student-zone>"

# Cache Rule PiX/ H&: URI Path = /s13/landing, Eligible for cache, TTL=60s
curl —sI "https://$ZONE/s13/landing" | grep cf-cache-status

# MISS (X 2F)

curl —sI "https://$Z0ONE/s13/1landing" -H "Cookie: ab_group=B" | grep cf-cache-status
# HIT (77 22, &2 HA) « ZX! A I8 ZH=7F B I80 A4

Step 2: Cookie 7|Ht Cache Key £7| MA

Cache Rule: URI Path = /sl13/landing
Cache eligibility: Eligible for cache
Cache Key > Cookie:
Include cookie names and values: ab_group




# A IF - Yo FjA/

curl —-sI "https://$Z0ONE/s13/landing" -H "Cookie: ab_group=A" | grep cf-cache-status

# MISS (A OIF 7HAl SiS

# B 5 - LE LCIE FfA/

curl —sI "https://$Z0NE/s13/1landing" -H

# MISS (B & HZZ FA] 7))

# A J&5 MLE - HIT

curl —-sI "https://$ZONE/s13/1landing" -H

# HIT &

Step 3: AN| &= CIEX| &hol

# A I ZHX =0l (Q2IX] HiZ HTML)

curl -s "https://$ZONE/s13/1landing" -H

# B I& ZEI= =0l (o2t HfZd HTML)

—

curl -s "https://$Z0ONE/s13/1landing" -H

Step 3: Cookie Z=xlf 050t X3

Cache Key > Cookie:
Check presence of: session

# 77| A= 2F (2321 AIEA})

curl -sI "https://<zone>/dashboard" -H

# 77| Q= 2F (4=32l)

"Cookie: ab_group=B" | grep cf-cache-status

"Cookie: ab_group=A" | grep cf-cache-status

"Cookie: ab_group=A" | grep —-i "color\|group"

"Cookie: ab_group=B" | grep —-i "color\|group"

"Cookie: session=abcl23" | grep cf-cache-status

curl —sI "https://<zone>/dashboard" | grep cf-cache-status
# = 4R Y= JfA 7| (session F7| =X 2= £7])

FolAtg

F7|E Cache KeyOf Z&t51H FHA|7F 22H(sharding) |0 S|ES0| EO{ZE! £ S MM 27| HA|E ZE6HH Al

& A - AFAA FHA| E3F Q1. Check presence of(EXH 01£THE &R2510] |4 27| HE.



https://developers.cloudflare.com/cache/how-to/cache-keys/#cookie

Scenario 14: Custom Cache Key — User (Device Type, Country, Language)

717| EtY, =7t A0{0f| h2t CHE 2HXE FHAISHCL
45 B

Step 1: Cache by Device Type

Rule: URI Path contains /s14/
Cache Key > User: Device Type ON

# ZHfY User-Agent
curl —-sI "https://<zone>/sl4/content" \

-H "User-Agent: Mozilla/5.0@ (iPhone; CPU iPhone 0S 14_0 like Mac 0S X)" | grep cf-cache-
status

# H2A3E User-Agent
curl —-sI "https://<zone>/sl4/content" \

-H "User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64)" | grep cf-cache-status
# 212 g A/

Step 2: Cache by Country

Rule: URI Path contains /s14/
Cache Key > User: Country ON

# HH =Z7tE 2F2 IP 9IX/2 ZF - CF-IPCountry &l 22/

curl -sI "https://<zone>/sl4/content" | grep —-i "cf-ipcountry\|cf-cache-status"

Step 3: Cache by Language

Rule: URI Path contains /content/
Cache Key > User: Language ON



# 2t=0f
curl —sI "https://<zone>/sl4/content" -H "Accept-Language: ko-KR,ko;q=0.9" | grep cf-cache-
status

# gof
curl —-sI "https://<zone>/sl4/content" -H "Accept-Language: en-US,en;q=0.9" | grep cf-cache-
status

# Y FiA/

Docs

Scenario 15: Cache Deception Armor

=Wy

=1

Cache Deception 342 WX|st= MEHS &/dstst S&2 Stelsttt

HiZ X|4]

Cache Deception 32 &l2|: 1. 34X}7} https://bank.com/account/secret.css URL L|SHXIO|H| &7 2. CF7} . css &
Xt - 7HA| A2 Q1A 3, HIsHXt7 & - 7HQIHE Ze SEO| CFOf| 7HA| 4. SAXZL 22 URL F - u|aixt SE &5

Cache Deception Armor S} - URLQ| &F&kAt EFI Tt Content-Type SIHE H|2 - 22X| A| (Content-Type:
text/html + .css URL) = FHA| HE

MH| dIExZOIE

Content-Type Htst URL &R}
/user/profile.css text/html .CSS L 2R (F9h
/account/data.js text/html s L 2R (F9h
/user/avatar.png text/html .png L 2R (9D
/static/style.css text/css .css UR| (FA)
As


https://developers.cloudflare.com/cache/how-to/cache-keys/#user-features

ZONE="cache.<student-zone>"

# cf-cache-status: MISS-HIT (/&! HTMLO/ CSS URLZ 7{AIE)
# Content-Type: text/html

Step 2: Cache Deception Armor &/43s}

Rule: URI Path ends with .css (or: all cache eligible requests)

Cache Key > Cache Deception Armor: ON

‘ # xEol

curl —-sI "https://<zone>/user/profile.css" | grep —i "cf-cache-status\|content-type"
# cf-cache-status: MISS or BYPASS (Content-Type ZE2x| - F{A| HZ2)

ot
i

HOIE

EX A=l AE LIS

rr

E

).
HT
K]
nx
oA

)
o
0
n

# /user/profile.css - originO/ HTML £kt (Content-Type: text/html)
curl —sI "https://$Z0NE/user/profile.css" | grep —-i "cf-cache-status\|content-type"

Cache Deception ArmorE &43lst™ URL 2&XI2t AN Content-TypeO| & X|gt w2t FHA|E. 7HQIHE I} &

S|
(=]

0|0

=Y

Scenario 16: Bypass Cache on Cookie

d

=5 297t 9l

rir
ko
oz
rlo
=
=
i
0
ol
on
H1
I
x
0z
rok
inl

A& 70|~

o E20ISH ALEX} (session T7| EXY) - 7015 2EIX - FHA| 23]

o WordPress 2|Xt (wordpress_logged_in_x F7|) = FHA| 23]

Al
=

o>

=HA|

Step 1: Cache Rule #%H


https://developers.cloudflare.com/cache/cache-security/cache-deception-armor/

Rule name: Bypass Cache for Logged-in Users
When: Cookie contains "session" or "wordpress_logged_in_

Then: Cache eligibility - Bypass cache

EE= Expression:

http.cookie contains "session" or http.cookie contains "wordpress_logged_in_

Step 2: 77| gl= 2% GHAIE)

curl -sI "https://$ZONE/s16/page" | grep cf-cache-status
# HIT

Step 3: 27| = 2F GlAl 22)

curl —sI "https://$Z0ONE/s16/page" -H "Cookie: session=userl23" | grep cf-cache-status
# DYNAMIC (bypass)

Docs

Part IV — Purge (ZHA| H|7H)

Scenario 17: Purge — £t u}2 (Single File)

Al

X
AL

E3 URLE| HHAIE FA| ®IAHEIT.

=

&
Step 1: ZHA| &tol

curl —-sI "https://<zone>/static/style.css" | grep cf-cache-status
# HIT

Step 2: CHA|EE0{|A{ Purge

Caching > Configuration > Purge Cache > Purge by URL


https://developers.cloudflare.com/cache/how-to/cache-rules/examples/bypass-cache-on-cookie/

URL: https://<zone>/static/style.css

Step 3: Purge £ &9l
curl —sI "https://<zone>/static/style.css" | grep cf-cache-status

# MISS (A HAHE)

Step 4: APIZ Purge

curl —X POST "https://api.cloudflare.com/client/v4/zones/<ZONE_ID>/purge_cache" \

—-H "Authorization: Bearer <TOKEN>" \
H "Content-Type: application/json" \

——data '{"files": ["https://<zone>/static/style.css"]}'

Docs
Scenario 18: Purge — Prefix (URL 42 FEAD

o HHof| H|Z st

32X
~
EY 2 o2l 2= Al

d

to
o

T A
o Business O|At Plan EE= Enterprise

o>

Al
=

# /s03/ orgl Z&£ FHA| Purge

oH
curl =X POST "https://api.cloudflare.com/client/v4/zones/<ZONE_ID>/purge_cache" \
Bearer <TOKEN>" \

-H "Authorization:
H "Content-Type: application/json" \
["<zone>/s03/"]}!

——data '{"prefixes":

FOI:

Jtok

curl —-sI "https://<zone>/s@3/page" | grep cf-cache-status

# MISS
curl —sI "https://<zone>/s0@3/page" | grep cf-cache-status

# MISS



https://developers.cloudflare.com/cache/how-to/purge-cache/purge-by-single-file/

Docs

Scenario 19: Purge — Cache Tags

23X

=1

Cache-Tag oG E Sall AEHE 2HXE efT 7|gto = Y2 PurgesiCh

27 At

o Enterprise Plan
« OriginO| Cache-Tag 8% 8llCIE Bt&tsOF & — A7} o|0] X|&

MH| QEZQIE

H2 Cache-Tag il
product-123, category-merchandise, all-
/s19/product/123
products
product-456, category-merchandise, all-
/s19/product/456
products
/s19/product/789 product-789, category-books, all-products
/s19/category/merchandise category-merchandise, all-products
/s19/category/books category-books, all-products
5 A

Step 1: Cache-Tag 8| &t2l

ZONE="cache.<student-zone>"

curl —-sI "https://$ZONE/s19/product/123" | grep —i "cache-tag\|cache-control"
# Cache-Tag: product-123, category-merchandise, all-products

# Cache—-Control: public, max—age=3600

Step 2: 0i2] &= FHA|

# Y& 3 ZF A

curl —-sI "https://$Z0ONE/s19/product/123" | grep cf-cache-status # MISS-HIT

curl —sI "https://$ZONE/s19/product/456" | grep cf-cache-status # MISS-HIT

curl —-sI "https://$Z0ONE/s19/category/merchandise" | grep cf-cache-status # MISS-HIT



https://developers.cloudflare.com/cache/how-to/purge-cache/purge_by_prefix/

Step 3: Ej 7|8t Purge (product-1230F)
curl =X POST "https://api.cloudflare.com/client/v4/zones/<ZONE_ID>/purge_cache" \
"\

-H "Authorization: Bearer <TOKEN>" \
-H "Content-Type: application/json'
—-data '{"tags": ["product-123"]}'

Step 4: MEHX Purge &9l
I "https://$ZONE/s19/product/123" | grep cf-cache-status

curl -s
# MISS (product-123 EfZ - Purgegl)

curl —sI "https://$Z0NE/s19/product/456" | grep cf-cache-status
WS « CIE Ef)

o o
6 J%‘b BADT €

# HIT (product-45
curl —sI "https://$Z0NE/s19/category/merchandise" | grep cf-cache-status
2 - Purge&)

# MISS (category-merchandise Ef3&= 1231}

28 ALZ|
AE Y UH0|E - ol A ID E{ Purge —» &F &3 2= H|0|X| Xt5 Al
Docs

Scenario 20: Purge — Custom Cache Key= Purge

25
Custom Cache KeyE At25t= 2|AAE &S| PurgediCt.
Uz X4

s JHAIE 32 =+ 913, Cache KeyOl| ZeHE &l|H/F7| 242 HAISHOF &

Custom Cache Key A2 A| Et& URL Purge2

CH|

Al
—

=
Step 1: Custom Cache Key A

o>

3 @lo 28


https://developers.cloudflare.com/cache/how-to/purge-cache/purge-by-tags/

Rule: URI Path = /sl4/content
Cache Key > Header: X-Language (include value)

# A K&
curl -sI "https://<zone>/sl4/content" -H "X-Language: ko" | grep cf-cache-status
# MISS - HIT

Step 2: Custom Cache KeyZ Purge

curl =X POST "https://api.cloudflare.com/client/v4/zones/<ZONE_ID>/purge_cache" \
-H "Authorization: Bearer <TOKEN>" \
—H "Content-Type: application/json" \
-—data '{
"files": [{
"url": "https://<zone>/sl4/content",
"headers": {"X-Language": "ko"}
H
)

Step 3: L2 Cache Key #8/2 28iiix| oo gtol

curl —-sI "https://<zone>/sl4/content" -H "X-Language: en" | grep cf-cache-status
# HIT (en 7HAlE Purge 2F &)

curl -sI "https://<zone>/sl4/content" -H "X-Language: ko" | grep cf-cache-status
# MISS (ko ZHA/2} Purges)

Docs

Scenario 21: Purge Everything
=5

Zone T| FHA|E St HHOf| M| 7S},

o Of2 ZEst XY 2= FHAIZE HAEIN origind] S2i8h E2iE | 7ts

24
- 29 F0ME USsHA AL


https://developers.cloudflare.com/cache/how-to/purge-cache/purge-cache-key/

Al
=

o>

=HA|

Step 1: Szl F{A| AFEQ ElOl

o L 5

curl —-sI "https://<zone>/static/style.css" | grep cf-cache-status
# HIT

curl -sI "https://<zone>/static/app.js" | grep cf-cache-status
# HIT

Step 2: Purge Everything

Step 3: HA| MISS &tol

—

CHAIEE: Caching > Configuration > Purge Cache > Purge Everything

curl —-sI "https://<zone>/static/style.css" | grep cf-cache-status
# MISS

curl —-sI "https://<zone>/static/app.js" | grep cf-cache-status
# MISS

Docs

Part V— 113 7A| 7|5

Scenario 22: Tiered Cache

Tiered CacheZ &435}5109 origin 2

B X4

[AF2RH] - [CF 2Z PoP] - (OJ]2&) - [CF &%l PoP (Tier)] - (0O/&) - [Origin]
M M|7A| 330+ PoP 2+Z+0| originof|

bNPS!
=1
M| S PoPO|A FHAIE 7tM S
Origin @& $2 3/ &4

Q5= i

—

[l
>

=HA|


https://developers.cloudflare.com/cache/how-to/purge-cache/purge-everything/

Step 1: Cache Analytics 7|&%} 7|15

Caching > Cache AnalyticsOA{: - Cache Hit Rate 7|5 - Origin requests/min 7|5
Step 2: Tiered Cache &8}

Caching > Tiered Cache > Smart Tiered Cache Topology - Enable

Step 3: CI2¥st X|210|M 23 A|E2]|0|M

# et=, O/F, RE & Cf2fst CF-RAY LIOJE{MIE] =2l
for i in $(seq 1 10); do

curl —-sI "https://<zone>/large/1mb" | grep —-i "cf-ray\|cf-cache-status"
done

Step 4: Analytics H|

« Tiered Cache & = origin requests ZtA QI

o Cache Hit Rate 7ijM &tol

k

1o
o>

HOIE

Smart Tiered Cache: CF7t X}=2 2 Z|& Q| ArQ| PoP MEH Custom Tiered Cache: ZIH AFQ|/512| PoP X|& (Enterprise)

)
(]
0
n

Scenario 23: Cache Reserve

2 d
=

Cache Reserve® CHE2 Tk S R20l| &7 X510 HA| evictionS BX|SHLY.

EER

o b CF 7HA|: LRU 7|Et eviction, A} QA E|X| = Tl H|A
o Cache Reserve: R2(g1 AEZ|X|)0f| X% — eviction §i2

. T8 I8Y SYY, PDF, AZELO] HHE T S


https://developers.cloudflare.com/cache/how-to/tiered-cache/

o Cache Reserve HE 1= (R2 7|2t 1t2)

Al
=

o>

=HA|

Step 1: Cache Reserve &3}
Caching > Cache Reserve - Enable

Step 2: Cache Rule&Z Cache Reserve LA X| ™

Rule name: Cache Reserve - Large Files
When: File extension is in [mp4, zip, dmg, iso, gz]
OR Response size > 50MB (27ls - CHAl HAZ 7|gt)
Cache eligibility: Eligible
Cache Reserve Eligibility: ON
Minimum file size: 10 MB (10,000,000 bytes)

Step 3: 2 TH! 7HA| Btol
curl —sI "https://<zone>/s23/installer.zip" | grep —i "cf-cache-status\ |cf-edge"
# cf-cache-status: HIT

# (Cache Reserve0| XZ=l ZL cf-cache-reserve &C 2+2l)

Step 4: Cache AnalyticsO|A| Cache Reserve 5|E &0l

ot
I
!
o

Caching > Cache Analytics > Cache Reserve hits

Docs

Scenario 24: Query String Sort

2| TEtO[E] =AMof| FRS5HH 22 FHAIE A851H0] 7iA| SIEES =0lCh.

Al
=

o>

=HA|

Step 1: T2HI|E] £ M0 T}2 7| £7] &l


https://developers.cloudflare.com/cache/advanced-configuration/cache-reserve/

curl —-sI "https://<zone>/sl1l2/items?b=2&a=1" | grep cf-cache-status
# MISS

curl —-sI "https://<zone>/sl1l2/items?a=1&b=2" | grep cf-cache-status
# MISS (EZr2HOjEf =A{Z}F EEf CHE Al Z])

Step 2: Query String Sort &3}

g A: Cache RuleOf|A AH

Cache Key > Sort query string: ON

g B: Zone M0 & Caching > Configuration > Query String Sort - ON

Step 3: M8 % &l

curl -sI "https://<zone>/sl12/items?b=2&a=1" | grep cf-cache-status
# MISS (X R2F)

curl -sI "https://<zone>/sl12/items?a=1&b=2" | grep cf-cache-status
# HIT (LHREFC= ?a=1&b=22 FEEZ/0 & FHA] 7)

Docs

Scenario 25: CDN-Cache-Control 5|

=y

=1

CDN-Cache-Control &l|{2 CF Edge TTLEI SZIM O Z X|0{stC}.

My AdEZOIE

Z= kst sl
Cache-Control: public, max—-age=60 + CDN-Cache-
/s25/api/catalog
Control: max-age=86400
/s25/api/catalog?edge=3600&browser=30 22| Tf2t0|E{ 2 TTL HAE{OO|E
B2 x| Al

« HF Cache-Control 5l|5: E22X{2t CDN 250 HE


https://developers.cloudflare.com/cache/advanced-configuration/query-string-sort/

e CDN-Cache-Control: CDNEF2 2|5 5 TTL X|A|0 (Cloudflare-CDN-Cache—ControlxE X|2)

o H2t2X0f|l= Cache-Control0| ICHE MY E

Cache-Control: public, max-age=60 « HEI2K 60=x Al
CDN-Cache-Control: max-age=86400 « CF Edget 86400=x 7HA|
S |

Step 1: origin0| & 3| B BHEtsl=X| ol

ZONE="cache.<student-zone>"

curl —sI "https://$Z0NE/s25/api/catalog" | grep —iE "cache-control|cdn—cache"
# Cache-Control: public, max—age=60

# CDN-Cache-Control: max—age=86400

Step 2: CFOi|M Z}Z} CHE TTL & &i9l

curl —sI "https://$Z0ONE/s25/api/catalog" | grep —i "cache-control\ |age\|cf-cache-status"
# Cache—Control: public, max—age=60 (Eef2Xg, H#Z 20| HE)

# Age: <BIRIE g (CFE 86400%= Z[=2= 7{A|)

# cf-cache-status: HIT

Step 3: {2| ul20[E{2 TTL ¥4 HIAE

# Edge 3600=, Browser 30=
curl —sI "https://$Z0ONE/s25/api/catalog?edge=3600&browser=30" | grep —iE "cache-control|cdn-
cache"

Step 4: 86400 =3} M HIT §X|, 60=

o

HAlOX QM SF

g 7Alo|x

APl SE: HEIRXN = g E|4 &l (B2 CO), CF= 27| 1Al (2= 22

Docs

Scenario 26: Always Online


https://developers.cloudflare.com/cache/concepts/cdn-cache-control/

Origin M7} CH2FS m CF7} 7HAIE TS M5t

SES el

rr

MH AIEZQIE

= 3%
/s26/down?always=1 &hef 503 Bhek (I CH2 AlZ2]0| M)
/s26/down 50% && 503 (ZH&H Zol)
/s26/recovery A SE (MH 271 80IR)

24 XAl

Always Online ON: origin 5xx S&} A| ZHA| =l H|0|X| M=
HA|: cf-cache-status: STALE + stale-while-revalidate 5%t

Internet Archive 1592 CFOf| §l= H|0|X| = L8 M2

Al
=

o>

cHA|
Step 1: Always Online 243} + AFH 7 A|

Caching > Configuration > Always Online - ON

ZONE="cache.<student-zone>"

# Cache Rule &&: URI Path = /s26/recovery, Eligible, TTL=300s
curl —sI "https://$ZONE/s26/recovery" | grep cf-cache-status
# MISS - HIT (7fAIE)

Step 2: Origin ZA| Ct2 A|E|0|M

# 0 =& g 503 Hifet (AA origin CH2 A/Z20[M)
curl —-sI "https://$Z0NE/s26/down?always=1" | grep —iE "~HTTP|cf-cache-status"

O|F0f| /s26/recoveryE FHAISHCIM: Cache Rule®M = HZE 22 A= prefix2 AH5HH Always Online HIAE 7ts.
HNZE /526/recoveryE A FHAISH F origin XHHIE LH2|= 20| 7HE HEtsHEIAE,

Step 3: Always Online MY 2tol

# recovery Z=Z7} HAIE0{ 1 originO] 5032/ &=t
curl —-sI "https://$Z0ONE/s26/recovery" | grep —i "cf-cache-status"
# cf-cache-status: STALE (Always OnlineO| FHAIEl H{Z A{E])



Docs

Scenario 27: Development Mode

HL/HAE S IHAIE LAHSZ TH| R3[6HT.

7 x| A
« Development Mode: 3A|7t S0t 2= FHA| R&H5}
. M ZHIXES HiE5IT SA| 52} 80l A| AR
o 7|2t = XS HIEMSt

AS |

Step 1: Development Mode s}
Caching > Configuration > Development Mode - ON

Step 2: 2= QHO0| origin@ 2 MEE|=X| &0l

curl —-sI "https://<zone>/static/style.css" | grep cf-cache-status
# BYPASS = MISS (M2 ZE Z A 23F])

Step 3: origin S& AA|Zt &tol

# Al 8io] g4 ZA origin SE 22/

curl —-sv "https://<zone>/static/style.css" 2>&1 | grep "< "

Step 4: 7' HE H|2Y3t = Y Al 57

curl —-sI "https://<zone>/static/style.css" | grep cf-cache-status
# MISS - HIT (7HAl AANE)

Docs

Scenario 28: Early Hints (103)


https://developers.cloudflare.com/cache/how-to/always-online/
https://developers.cloudflare.com/cache/reference/development-mode/

103 Early HintsE E3df E2t2X 7} Critical ResourceE O|2| EESHEZE SIHC}

iz X|4]

HTTP 103 Early Hints: CF7} origin 2&F =&t A Link: preload 8l|C 0|2 &
CSS, JS, Font £ Critical ResourceE HElXN 7 MA|HECZ2 9
2t MS(LCP. FCP) 74M

Al
=

III>

=HA|

Step 1: Early Hints &35}
Speed > Optimization > Early Hints - ON

Step 2: originO|M Link 3| gtst

Link: </static/style.css>; rel=preload; as=style,
</static/app.js>; rel=preload; as=script

Step 3: 103 2%t &2l (Chrome DevTools)
H2t2X DevTools = Network = Response HeadersOf|A 103 & &0l
Step 4: curl2 &tol (HTTP/2 EQ)

curl -v ——http2 "https://<zone>/" 2>&1 | grep —-A5 "103"

Docs

Scenario 29: Crawler Hints (IndexNow)

B2x
=1

FHIX AH|0|E Al ZA AT AZ2{0)|7| IndexNow ZE2EZZ ZA| 2ICH
HHZ K[!

o IndexNow: ZAM QIXI(Bing, Yandex S)0f| 2EIX HA SA| EH

o Cloudflare Crawler Hints: Cache Purge & A| XI5 9 2 IndexNow A H&


https://developers.cloudflare.com/cache/advanced-configuration/early-hints/

ZAAH MOl QIH|0|E &5 JHM

a1 1=

Al
=

|I|>

=HA|

Step 1: Crawler Hints &Hd3}
Caching > Configuration - Crawler Hints: ON

Step 2: 2EIX Purge Al

# £t ot Purge (Crawler HintsZt ZAolZlo] 22])

curl -X POST "https://api.cloudflare.com/client/v4/zones/<ZONE_ID>/purge_cache" \
-H "Authorization: Bearer <TOKEN>" \
——data '{"files": ["https://<zone>/s29/blog/post"]}"

Step 3: Bing Webmaster Tools0| A IndexNow $=21 &tol

« https://www.bing.com/webmasters/indexnow O|X H|& 7|2 &0l
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Scenario 30: Vary for Images

2x
.S
BHatRX7t X5tz o|0|X| z=ato)| 2} =& 2| ZBH(WebP, AVIF)S MUt 2f2f HE 2 FHAISH

MH| = ZOIE

#= =%

Accept slC{of 2t CHE Content-Type 2t Vary: Accept

/s30/hero.jpg sicy =t

/s30/info S 23 0| Accept &|C| C|E{Z H|O|X|

# AlB{Z} Bt2tsf= Content-Type =22/ (CF 80/ ZE origin Z2l)
curl —-sI https://cache.cflarekr.dev/s30/hero.jpg \
-H "Accept: image/webp" | grep -i "content-type\|vary\|x-image"
# Content-Type: image/webp
# Vary: Accept
# X-Image—-Format: webp



https://developers.cloudflare.com/cache/advanced-configuration/crawler-hints/

7 X4}
 Vary: Accept 8l|lH: E2t2X Accept &|{0)| {2} CHE BHE FHA|

o CFE Accept: image/webp X2 22X 0|H WebP M
o Vary for Images: A}SO 2 ZOHEH FHA| HA 22

« Polish (O|0|X| £|X3}) g-dat e (B12™ MH2| Vary 5|EH2H 2Hl)

Al
=

o>

CHA|
Step 1: Vary for Images &3}

Speed > Optimization > Polish - Lossy or Lossless
Speed > Optimization - Vary for Images: ON

Step 2: origin & Foi stol
ZONE="cache.<student-zone>"

# WebP X2 2F
curl —-sI "https://$ZONE/s30/hero.jpg" \
-H "Accept: image/webp,image/*,*/*;q=0.8" | grep —-iE "content-type|x-image-format|vary"
# Content-Type: image/webp
# X-Image—Format: webp
# Vary: Accept

Step 3: JPEG only 23

curl -sI "https://$ZONE/s30/hero.jpg" \
-H "Accept: image/jpeg,image/*;q=0.8" | grep —-iE "content-type|x-image-format|cf-cache-
status"

# Content-Type: image/jpeg
# X-Image—Format: jpeg
# cf-cache-status: MISS (AcceptZt Eaf ZHx= Al 7|)

Step 4: HIT &tol

# = B 2F (22 Accept 3&C]) - HIT
curl —sI "https://$Z0ONE/s30/hero.jpg" \

-H "Accept: image/webp,image/*,*/*;q=0.8" | grep cf-cache-status
# HIT




Step 5: Purge Varied Images

# WebP H{ZIZt Purge
curl =X POST "https://api.cloudflare.com/client/v4/zones/<ZONE_ID>/purge_cache" \
-H "Authorization: Bearer <TOKEN>" \
-H "Content-Type: application/json" \
——data '{"files": [{"url": "https://<student-zone>/s30/hero.jpg",
"headers": {"Accept": "image/webp"}}1}'
# JPEG HIZF2 Fgt g (Hx FJA 7])
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Part VI — Revalidation & ETag

Scenario 31: Cache Revalidation S& 0|3l
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Conditional Request(Z=71

MH AIEEQIE

=

3= 55

Strong ETag + Cache—-Control: public, max-age=10 (%

s31/resource.js
/s31/ ) 2171

If-None-Match 23 A| —» 304 Not Modified At 2

/s09/resource.js = =%} (60 TTL B{F)

B X4

22t2XN - CF 74A| - origin

TTL 2t2 H™: CF7b 7HAI0IM HIZ 8% (HIT)

TTL 22 CF7} origind| =72 23
- origin O|#Z: 304 Not Modified - CF 7HA| Z42l (REVALIDATED)
- origin #HZAE: 200 + M 28x - A FHA| XME (MISS/EXPIRED)

2
ra

=
Hoi

Al
=

o>

=HA|


https://developers.cloudflare.com/cache/advanced-configuration/vary-for-images/

Step 1: 2 TTL 2|AA FjA| MH

Cache Rule: URI Path = /s31/resource.js
Edge TTL: respect_origin (originO| max-age=10 4tat)
Respect Strong ETags: ON

Step 2: 7| 7iA| &2l

ZONE="cache.<student-zone>"
curl —sI "https://$Z0NE/s31/resource.js" | grep —i "cf-cache-status\|etag\|age"
# cf-cache-status: MISS

# ETag: "f1418ele8ch6cc233cd2ce40fd9340ca" (Strong ETag)

Step 3: HIT &Eff &tol

curl —sI "https://$ZONE/s31/resource.js" | grep —i "cf-cache-status\|age"
# cf-cache-status: HIT
# age: 3

Step 4: TTL I& & xiAS & (10X 5)

sleep 12

curl —-sI "https://$ZONE/s31/resource.js" | grep cf-cache-status
# EXPIRED - CFZf origin0f If-None-Match L2F &£

# originO/ 304 - REVALIDATED (origin L{& O/%1E =t2l)

# age: 0 (M= AE)

Step 5: Wireshark / CF Trace2 AX| @& stol

# CF TraceZ X712 2F s=tol
curl "https://cloudflare.com/cdn-cgi/trace" \

-H "Host: <zone>" | grep -i "colo\|visit_scheme

Docs

Part VII — HoF 22 FA| A

Scenario 32: Web Cache Poisoning %X|


https://developers.cloudflare.com/cache/concepts/revalidation/
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/e32/reflect X-Forwarded-Host slt| 2{2 SE 2&2/3lH0l| 8HY (F|eFst
origin A|E2{|0|4)
2 XAl

224 2| 1. Xt X-Forwarded-Host: evil.com SIHZE QF 2. origin(/s32/reflect)0| O] 5l|H{E SHO| A 3. CF
71 O SEE WAl 4. Lt ALEXV} of M ZHIX 4

Al
=

o>
[ol
il

ZONE="cache.<student-zone>"
# ZHX 2LEF: X-Forwarded-Host 2IHM
curl —-sI "https://$Z0ONE/s32/reflect" -H "X-Forwarded-Host: evil.com" | grep —-i x-reflected

# X-Reflected-Host: evil.com (originO/ Htgjst

o] £HA|
Step 1: Unkeyed Headers X|7{

Cache Rule > Cache Key:
Headers: X-Forwarded-Host - Bypass (7iA| ZI0IM H2l5t=|, origind MZ ot &)

IE= Transform RuleOi| A S 3] A :
Rule: Remove request header X-Forwarded-Host before origin

Step 2: URL ™3t #4435t

Rules > Normalization - Normalize incoming URLs: ON
Step 3: Cache Deception Armor &9l

Scenario 15 ZZ. Content-TypeXt URL SH&Xt 2 X| &K

Docs



https://developers.cloudflare.com/cache/cache-security/avoid-web-poisoning/

Scenario 33: CORS 3|2} 7HA| ASEHR

CORS7t U= 2|2AE SHIEA| FHA|5H01 cross-origin R 0| Hat SZISHTE St

Mb{ dIEZOIE
3= kst sl
) Access—-Control-Allow-0rigin: *+Vary: Origin+
/s33/api/data .
Cache-Control: public, max-age=60
OPTIONS /s33/api/data CORS preflight 2 (204)
i X[ 2]

e OriginsiC7tCtE2
%

2 7|2 Cache Keydj| Z&t=! (CORS X|&)
o Cache Key0j| Origin =

=
Z5t5{{0F origin®d CORS 2&0| SHIZH| FHA|=!

Al
=

o>

CHA|
Step 1: CORS 2|AA 7JA] &tol

ZONE="cache.<student-zone>"
# Origin AOIAM 2F
curl -sI "https://$ZONE/s33/api/data"™ \

H "Origin: https://app-a.example.com" | grep —i "access—control\|cf-cache-status\|vary"

# Origin BOjAM 2F
curl —sI "https://$Z0NE/s33/api/data" \
-H "Origin: https://app-b.example.com" | grep —-i "access—control\|cf-cache-status"

Step 2: Origin &||{ =& AHAS
CF= 7|2XM o2 Origin sl|E{E Cache Key0| Z&F - Zt Origind W& FHA|.

Step 3: Origin 3| H|A (St FHA|2 EEtet H2)

Cache Key > Headers:
Exclude Origin header



Z=9|: CORS7t Q= AL Origin HM7{E& Cross-Origin SE0| Z2 FHA|E 4= 0] 2.

Part VIl — Cache Analytics & M5 £H

Scenario 34: Cache Analytics CHA|EE 2

32X
==

plal

Cache AnalyticsOil M 2]0] QL= GIO[EIS 9111 A M ZQIES SheCt

Al
=

o>

EHA|
Step 1: Cache Hit Rate &2l

Caching > Cache Analytics

o M| Cache Hit Rate &9l
. 2:90% O[A0| O|AHK

Step 2: 7t& 0| MISSE|= AR &0l

Analytics ® - QX £ B2 MISS Z|aa A9 107f =0l

r-III

M FOIE: - MISS7} 22 HTML/JSON ZZ - Cache Everything Rule =7} ZE - DYNAMICO| &2 ZAZ - o|= & O|F|A|Q!
to

>

Jtob

—

Step 3: Bandwidth Saved 7{|At

AZ bandwidth = (HIT @& =+ x "a& Y 37()

Hlg EZ = EZ bandwidth x origin egress Et7t

Step 4: A|ZHCHE T 2

« EX A2t Cache Miss 33 — 7HA| Purge BE= TTL OHE TS
o TTL ZFCE M 715X HAE
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https://developers.cloudflare.com/cache/cache-security/cors/
https://developers.cloudflare.com/cache/performance-review/cache-analytics/

Scenario 35: Cache Rule SM22| Z== H|A

0121 Cache RuleO| SA[0f| HEE wf 2H=2IZ OISHBILY.

iz X|4]

Cache Rules= Q|0 A O 2 &ACHE Al
= & 02! RuleO| MEE! (first match wins)

skip remaining rules SMOE O|st & 2A| 7t5

Al
=

|I|>

CHA|
Step 1: S=5t= Rule 271 MM

Rule 1 (4¢l): URI Path contains /products/
- Eligible for cache, Edge TTL: 3600s

Rule 2 (3t2l): URI Path = /products/sale/
- Bypass cache

Step 2: /products/sale/ 23

curl -sI "https://$ZONE/s35/products/sale/" | grep cf-cache-status
# HIT or MISS (Rule 10/ EiX OfEE/0f 7jA|E - Rule 2& & o &)

Step 3: Rule &A{ &4

Rule 2&€ Rule 1 Q|2 0|=

curl —-sI "https://$ZONE/s35/products/sale/" | grep cf-cache-status
# DYNAMIC (Rule 27} 21X/ OfEF - Bypass)

k

o
o>

HOIE

O #AZQl A2E 717l RuleS ©f 210 BiX|SHOF 2| =5t T = %F
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https://developers.cloudflare.com/cache/how-to/cache-rules/order/

HE A: M7|s HA|AE

Cache Rules 873 &=

s M5 AR H|2

Cache Eligibility: Bypass ] Scenario 4
Cache Eligibility: Eligible ] Scenario 3
Edge TTL: respect_origin ] Scenario 5
Edge TTL: override_origin [] Scenario 5
Edge TTL: bypass_by_default ] Scenario 5
Status Code TTL ] Scenario 6
Browser TTL O Scenario 7
Serve Stale While Revalidating ] Scenario 8
Respect Strong ETags ] Scenario 9
Origin Cache Control ] Scenario 10
Origin Error Page Pass-through ] Scenario 11
Cache Key: Query String Sort ] Scenario 12
Cache Key: Ignore Query String ] Scenario 12
Cache Key: Include/Exclude QS ] Scenario 12
Cache Key: Cookie (Enterprise) ] Scenario 13
Cache Key: Header (Enterprise) ] Scenario 20
Cache Key: User — Device Type ] Scenario 14
Cache Key: User — Country ] Scenario 14
Cache Key: User — Language ] Scenario 14
Cache Deception Armor ] Scenario 15
Cache Reserve Eligibility ] Scenario 23

Purge 2y

7Is

[
o>

Purge by single file

rie



715 AEEE

Purge by prefix

Purge by hostname

Purge by cache-tags

Purge by custom cache key
Purge everything

Purge varied images

d|

= /I

olr

7Is

>

Tiered Cache

Cache Reserve

Query String Sort (zone-level)
Early Hints

Crawler Hints

Always Online

Vary for Images

Development Mode
CDN-Cache-Control

Cache Analytics

0 R B B R O R O

o>
rie
Hu

O oo ooo0oooog o

B2 B: curl X|[EAIE




# S8 aliet (242)

curl —sI "https://<zone>/path"

# T 2F/SE (verbose)

curl -sv "https://<zone>/path" 2>&1 | grep "~[<>]"

# & 92t ZE/

curl —-sI "https://<zone>/path" | grep —-i "cf-cache-status\|age\|cache-control\|etag"

# Custom header F7f

curl —-sI "https://<zone>/path" -H "Cookie: ab_group=A" -H "Accept-Language: ko"

# BE QF (HIT &zt Cff7))

for i in $(seq 1 5); do
echo —n "[$i] " && curl -sI "https://<zone>/path" | grep —-i cf-cache-status
sleep 1

done

# 72| ofEfOjE HE HAE
for gs in "a=1&b=2" "b=2&a=1" "c=3&a=1&b=2"; do

echo "QS: $qgs" && curl -sI "https://<zone>/search?$qs" | grep cf-cache-status
done

HECF2 &1 2N

Z=H| URL
Cache | 712 https://developers.cloudflare.com/cache/

) https://developers.cloudflare.com/cache/concepts/default-cache-
Default Cache Behavior

behavior/

https://developers.cloudflare.com/cache/concepts/cache-
Cache Responses (cf-cache-status)
responses/

https://developers.cloudflare.com/cache/how-to/cache-
Cache Rules Settings
rules/settings/

Cache Keys https://developers.cloudflare.com/cache/how-to/cache-keys/
Purge https://developers.cloudflare.com/cache/how-to/purge-cache/
Tiered Cache https://developers.cloudflare.com/cache/how-to/tiered-cache/

https://developers.cloudflare.com/cache/advanced-
Cache Reserve _ _
configuration/cache-reserve/



Z=H|

Cache Analytics

Cache Deception Armor

Status Code TTL

CDN-Cache-Control

Vary for Images

Early Hints

URL

https://developers.cloudflare.com/cache/performance-

review/cache-analytics/

https://developers.cloudflare.com/cache/cache-security/cache-

deception-armor/

https://developers.cloudflare.com/cache/how-to/configure-cache-

status-code/

https://developers.cloudflare.com/cache/concepts/cdn-cache-

control/

https://developers.cloudflare.com/cache/advanced-

configuration/vary-for-images/

https://developers.cloudflare.com/cache/advanced-

configuration/early-hints/



